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Abstract. Quantum key distribution (QKD) is a method for establishing secure cryptographic keys between two
parties who share an optical, “quantum” channel and an authenticated classical channel. To share such keys
across the globe, space-based links are required and in the near term these will take the form of trusted node,
key management satellites. We consider such channels between two nanosatellite spacecraft for polarization
entanglement-based QKD, and the optical channel is described in detail. Quantum channels between satellites
are useful for balancing keys within constellations of trusted node QKD satellites and, in the future, may have
applications in long-distance qubit exchange between quantum computers and in fundamental physics experi-
ments. The nanosatellite mission proposed uses an optical link with 80-mm diameter optical terminals. If such a
link could be maintained with 10-urad pointing accuracy, then this would allow QKD to be performed for satellite
separations up to around 400 km. A potential pointing and tracking system is also described although currently
this design would likely limit the satellite separation to 100 to 150 km. © 2019 Society of Photo-Optical Instrumentation
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1 Introduction

There is a growing interest in applications where quantum
information is transmitted between distant locations.
These applications often require the exchange of quantum
states, sometimes including the distribution of quantum
entanglement.! Furthermore, long-range entanglement distri-
bution has the potential to enable new fundamental physics
experiments.>> As quantum states are extremely sensitive to
system noise and transmission loss, long-distance links via
satellite nodes are especially attractive compared with fiber
optic and ground-based alternatives.*”’

Recently, there has been progress in demonstrating
satellite to ground quantum communication,®!'! which is
the only scenario that has thus far been demonstrated.
However, achieving quantum communication between
many satellites—a necessary element of large-scale quantum
networks—is yet to be demonstrated. Future networks will
require both satellite-to-satellite and satellite-to-ground
links. There are several configurations for performing
QKD between satellites and ground stations depending on
the types of links that are used.'> It is conceivable that
CubeSats can serve as both the transmit and receive nodes
in a satellite to ground scenario. However, improvements
in CubeSat orientation and stability maintenance will be
needed.'>!*

Although these networks may ultimately require links of
thousands of kilometers, a first step is to demonstrate shorter
range quantum communication between two nanosatellites
in low Earth orbit (LEO). In this work, we present a

*Address all correspondence to: Denis Naughton, E-mail: d.naughton @unsw
.edu.au
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pathfinder mission architecture based on two 6U
(10 cm X 20 cm X 30 cm) CubeSats. The choice of
CubeSats as the satellite platform reduces the overall cost
of the mission. However, due to their size and mass con-
straints, producing a suitable optical link between them
becomes technically challenging and limited to a few hun-
dred kilometers.

As quantum key distribution (QKD) is the most mature
form of quantum communication, we use it as a baseline
to define the mission and system requirements. We are tar-
geting polarization entanglement-based QKD, but the system
is equally applicable to most other forms of QKD.

1.1 Quantum Key Distribution

QKD uses physical properties of light to distribute random-
ized or entangled quantum states between two distant parties,
enabling them to establish shared secret encryption keys.'>1¢
As any attempt to measure an unknown quantum state nec-
essarily perturbs it, any such intrusion by an eavesdropper
can be detected. Moreover, an unknown quantum state can-
not be cloned so an eavesdropper cannot save a copy of the
state to gain information about the secret key, preventing
man-in-the-middle attacks. These guarantees are derived
from the postulates of quantum mechanics; therefore, unlike
classical key distribution, QKD can be proven to be secure
without any computational assumption.'’

There are several approaches to achieve QKD over optical
links and entanglement is not required for all of them, but
nonentanglement-based QKD approaches require a trusted
random number generator to perform the protocols. In
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contrast, with entanglement-based QKD, the randomness is
intrinsic to the quantum process. Furthermore, an entangle-
ment-based QKD system can natively supply the means for
clock synchronization between the communicating parties. '8
This reduces the number of trusted components that must be
incorporated into the overall system.

In entanglement-based QKD, pairs of entangled photons
are generated and sent to two separate parties, such that each
party is sent one photon from each pair. The two parties inde-
pendently make measurements on a preselected property of
the photons (e.g., their polarization state). Once many such
pairs have been distributed and measured, the two parties can
perform statistical tests and discuss publicly if the photons
they received were entangled. Provided the entanglement
measured exceeds a calculated threshold and their hardware
is free from vulnerabilities, they can be certain of the security
of the protocol. They can then use their private knowledge of
the quantum states—information that has not been publicly
shared—as a common source of entropy from which to
derive symmetric keying material for encryption schemes.

In this study, we use the BBM92 protocol,' which is pro-
cedurally equivalent to the older BB84 protocol®® but uses
entangled photon pairs instead of weak laser pulses.
Satellite-based QKD is currently in its infancy; the first
fully operational QKD satellite, Micius, developed by the
Chinese Academy of Sciences, demonstrated space-to-
ground QKD and entanglement distribution in 2017322
but many more missions are in development.*

1.2 Intersatellite Optical Links

A single QKD satellite in a polar orbit can, in principle, serve
the entire planet, but to serve large numbers of users in rea-
sonable timescales, constellations of satellites will be
required and for any near-term implementation, these satel-
lites would operate as trusted key management nodes.* Such
satellite nodes would establish a cache of keys with the
ground stations they pass over and, via an RF relay, XOR
keys from their cache on demand to allow any two ground
stations to establish symmetric keys. While such satellites
could all operate independently of each other, if the satellites
feature intersatellite QKD crosslinks they are able to balance
the keys in their caches to allow for more efficient
operations.

Intersatellite optical communication systems and technol-
ogies have undergone performance developments and
enhancements for several decades.?® Satellite QKD is essen-
tially a specialized version of free space optics (FSO) com-
munications,”* and the performance capacity of these future
systems will be limited primarily by diffraction spreading of
the transmitted beam and by the line-of sight (LOS) errors
caused by inaccuracies and disturbances generated within
the optical transceivers. To mitigate these performance deg-
radation factors, conventional, space-based FSO systems are
designed with gimbal-based telescopes to provide course and
fine tracking functions.”>~*’ Establishing even a traditional
optical link between CubeSats is more challenging as the
size, weight, and power (SWaP) constraints limit the size
of the optical transceivers. We are not aware of any publica-
tions on inter-CubeSat QKD, although recent efforts to en-
able classical optical communications from CubeSats to
ground”®?’ and between CubeSats have been reported.*
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There are several technological challenges that impact the
overall feasibility of any intersatellite quantum communica-
tions. These include noise in the receiver path due to stray
light, which potentially limits daytime QKD transmission,’’
diffraction that degrades the optical link margin and therefore
places limits on the achievable secure key generation rates
and the provision of a pointing, acquisition, and tracking
subsystem (PATS) to maintain alignment between the trans-
mitter and receiver as the spacecraft are in a constant
motion.™

2 Mission Overview

The mission objectives of this study are to demonstrate
entanglement distribution and QKD over extended ranges
between two CubeSats in LEO, to raise the technology read-
iness level (TRL) of enabling technologies for nanosatellite-
based FSO communications systems, and to validate system
design parameters and performance models that will support
the design of future global quantum communication systems.

The mission design features two 6U CubeSats, each car-
rying a source of polarization-entangled photon pairs and an
optical transceiver while flying in the formation at varying
separations. Conceptually, entanglement distribution and
QKD only require that the quantum states travel in one direc-
tion, i.e., they only require that one spacecraft should be the
entangled photon transmitter and the other be the receiver.
However, in a future operational network with three or
more spacecraft, it is envisioned that spacecraft would be
capable of both sending and receiving polarization-entangled
photons. For our mission, a single direction is the key
requirement, but a bidirectional capability is considered
desirable as it would add redundancy to operations, allow
the design of the two spacecraft to be nearly identical,
and more closely demonstrate the capabilities that might
be required for a future constellation-based node.

The following sections introduce the concept of the
mission operations and the spacecraft, the optical communi-
cations subsystems, the quantum module (QM), and its
detector cooling system.

2.1 Mission Operations

During the on-orbit commissioning phase, the spacecraft
systems can be tested prior to separation, thus enabling veri-
fication of the quantum link at the start of spacecraft com-
missioning. This led to a design configuration, where the two
6U spacecraft are launched as a single composite 12U space-
craft. The spacecraft is injected into an initial sun-synchro-
nous circular orbit at an altitude between 500 and 550 km
(LTDN 10:30) and upon separation they are steered into
their operational positions as shown in Fig. 1.

During the mission, differential drag maneuvers are used
to control the relative velocity of the spacecraft. One space-
craft is commanded to a maximum drag attitude and the other
spacecraft to a minimum drag attitude. The total orbital
energy of one spacecraft will then decrease more rapidly than
the other and cause it to drop to a lower altitude while attain-
ing a higher velocity and shorter orbital period.** Once a con-
stant relative separation velocity of ~10 cm/s is achieved,
QKD operations can begin.

As the separation range increases, the photon detection
rate decreases as the free-space losses increase with the
separation distance. As the SNR drops, there will come a
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Fig. 1 Spacecraft deployment and separation sequence. They are deployed as a single 12U CubeSat,
which, after functional checks, separates into two 6U spacecraft. These are then maneuvered to fly in

formation.

point where the percentage of errors in the quantum measure-
ments—the quantum-bit-error-rate (QBER)—will exceed
a threshold above which BBM92 QKD'*3* cannot be real-
ized. Beyond the corresponding separation distance, it
should still be possible to perform entanglement distribution
demonstrations.

The mission concept is that QKD will be conducted when
the spacecraft are in eclipse to minimize noise due to scat-
tered sunlight. With further developments, daylight QKD
links® may be possible, but significant technology chal-
lenges remain to develop future operational QKD service
networks.?!3

2.2 Spacecraft Concept

Both satellites will have a QM, which can both send and
receive entangled signal photons. The two satellites will also
use a beacon laser and a beacon tracking detector (BTD) to
monitor the other satellite’s beacon and control the relative
pointing between them. The centroid of the received beacon
is determined relative to the boresight of the receiver and a
beam pointing correction signal is provided to a two-axis fast
steering mirror (FSM). The FSM compensates for high-fre-
quency beam misalignment between the two spacecraft and
optimizes the optical link for the transmission of entangled
photons. The optical link and spacecraft elements are

Payload radiator
and APD heat straps

ADCS (STR, RWs)

(@)

Payload and beacon -,

envisioned as a combination of commercial and custom
components.

Figure 2 shows a layout of the key spacecraft and payload
subsystems that are supported on an optical bench. The opti-
cal bench provides thermal and mechanical isolations and is
attached to the spacecraft structure via a three-point mount
scheme. The spacecraft platform subsystems are organized
within the remaining volume and are shown in Table 1.

The orientation of the two 6U satellites in the launch vol-
ume is shown in Fig. 3. The launch packing arrangement
positions the telescopes with their boresights co-aligned
allowing the optical links to be tested prior to the spacecraft
separating and facilitates the alignment of the spacecraft and
checks of on-orbit functionality.

The reaction wheels (RW) have been placed, so that their
spin axes are as near as possible to the center of gravity to
minimize jitter on the pointing stability of the telescope.

2.3 Quantum Module

Each CubeSat contains a QM composed of a miniaturized
polarization entangled photon pair source'>*’ and single-
photon detectors. The transmitting QM locally measures
and timestamps one of the photons in each pair and sends
the other photon in each pair to the receiver spacecraft,
where it is detected and timestamped by a nearly identical
receiving QM.'® These timestamp and measurement

S-Band radio

OBC/OBDH

S-Band antenna

(b)

EPS and battery

Fig. 2 (a) Layout of the main optical payload and (b) the block configuration of the 6U spacecraft includ-

ing main platform subsystems.
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Table 1 Acronym glossary and functional description of spacecraft
and payload subsystems.

Spacecraft
subsystems

Function

Electrical power
system (EPS)

Batteries

On-board
computer (OBC)

ADCS

UHF radio and
antenna

S-band radio and
antenna

GPS receiver

Solar arrays

The EPS provides conditioned power to all
spacecraft and payload subsystems and
interfaces to all power sources including the
solar arrays and batteries.

Rechargeable batteries that store energy for
the operation of the spacecraft.

Monitors and controls the real-time
operations of the spacecraft and its
subsystems.

Includes a combination of units, such as star
trackers, RW, torque rods and electronics to
provide spacecraft stabilization and pointing
capability, as well as rate, attitude, position
and velocity control and knowledge.

Ultrahigh-frequency two-way radio and
antenna subsystem providing telemetry and
command and control communications.

S-band radio and antenna providing higher
speed data downlink capability.

Global Positioning System unit to receive and
decode GPS satellite data and communicate
it to the OBC. Used for orbit verification and
timing.

Stowed deployable panels containing solar
cells for power generation.

Payload

subsystems Function

QM A polarization-entangled photon pair source
and single-photon detectors that can operate
as a qubit transmitter or receiver.

TCS Passive cooling system for cooling the
single-photon detectors in the QM.

OTA Quantum transceiver telescope for the signal
photons. It also acts as the receiver for an
optical tracking beacon.

BTD A CMOS detector which allows the
spacecraft to locate and coalign their
respective telescope boresights at large
separations.

Optical relay Routes signal photons between QM and OTA

assembly (ORA)

FSM

BTA

Optical beacon
assembly

and incoming beacon light from OTA to the
BTD.

Located within the ORA, a two-axis FSM
enables fine beam pointing adjustments in
the shared optical path of the signal
photons and the incoming beacon using a
feedback control signal generated from the
BTD.

A separate telescope used for transmitting
the tracking beacon.

Assembly that couples the beacon light to the
beacon telescope via an optical fiber.
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outcomes are used to synchronize the detections and sub-
sequently to create a symmetric encryption key.

The QM contains a 405-nm laser diode as the pump
source that initiates spontaneous-parametric-down-conver-
sion®® in beta-barium-borate crystals generating pairs of pho-
tons with wavelengths of 760 and 867 nm, respectively. The
photons in each pair are entangled such that their individual
polarization states are undefined until a measurement is
made, at which point they will have correlated polarizations.
In the transmitter QM, 760-nm “‘signal” photons are trans-
mitted out of the spacecraft and the 867-nm “idler” photons
are detected within the QM by silicon avalanche photo
diodes (APDs) operating in a Geiger mode (GM-APDs).
The basic layout of the QM is shown in Fig. 4.

The QM output flux in this study was estimated at
5 x 10° photons per second, or equivalently ~125 pW at
760 nm.'? This rate must be matched by the detector unit,
which is currently the limiting factor to speed increases.
The receiver QM detects 760-nm photons, and, in future
design iterations, it is intended for it to be able to transmit
867-nm photons (and for the other QM to be able to receive
867-nm photons) for reversing the transmitter and receiver
roles.

2.4 Detector Cooling System

GM-APDs are often cooled with thermoelectric coolers;
however, for power- and heat-management reasons, CubeSat
thermal control subsystems (TCS) are typically passive and
control the temperature of critical items by providing internal
thermal resistances and inertias. Accordingly, the baseline
design features a dedicated deployable radiator connected
to the APDs using copper straps and low surface area mounts
between the QM and the optical bench [reference Fig. 2(a)].
A deployable baffle (shown in Fig. 5) and a low emissivity
reflective finish on the radiator minimize heating by infrared
radiation.

The on-orbit thermal performance of the spacecraft has
been modeled analytically using finite difference models
produced in ESATAN-TMS.* The spacecraft model con-
tains 244 shells representing the structure, optical subsys-
tems, solar arrays, RF antennas, and external panels. The
surface material thermo-optical properties, heat sources,
thermal couplings, and the spacecraft geometric model are
also modeled. The output is a set of predicted temperature
values for various thermal load conditions experienced by
the spacecraft in its orbit. The worst-case temperatures pre-
dicted during the mission allow an assessment of the system
performance and indicate that the TCS can lower operational
temperatures of the APDs to ~ — 10°C. In many cases, it is
desirable to lower APD temperatures to —20°C or even
—30°C to further suppress dark counts, especially as dark
counts increase with radiation damage.** In this design
study, however, it will be seen that detector noise is not
the limiting factor in the achievable range for the two
satellites.

3 Optical Link Analysis

The link margin of a classical optical communications chan-
nel characterizes the signal to noise properties of the channel
and predicts the level of bit errors and channel dropouts that
may occur. For a QKD channel, the QBER is used as the
principle link performance metric and for BBM92 QKD,
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Spacecraft A (b)

JUEPS 11

Fig. 3 (a) Layout of one spacecraft and location of its subsystems. (b) View of both spacecraft in their
pre-launch configuration; the thick dashed line indicating the division between the two. In this configu-
ration the telescope boresights are aligned, as indicated by the thin dashed line, allowing for end-to-end

functional testing.

Receiver

Receiver

Dichroic
mirror

Fig. 4 QM components, with cover removed. Four APD polarization
analyzers and liquid crystal rotator for sampling the output beam are
indicated. Sections indicating the electronics and high-voltage power
supplies for the detectors are mounted on the underside of the
module.

a QBER of ~11% is an upper limit for secure key
distribution.** Transmission losses and noise both contribute
to increasing QBER. As mentioned previously, detector
noise can be reduced if the temperature of the APDs is low-
ered, thereby reducing the dark counts that allow for higher
transmission losses to be tolerated.>*!

Figure 6 shows the QBER for our system as a function of
link attenuation in dB for varying APD detector operating
temperatures. For example, at an APD operating temperature
of —10°C the link loss corresponding to the QBER threshold
of 11% is ~39 dB. The thermal model shows that the APD
could be cooled to this temperature and established a work-
ing limit for the optical link loss in the system. It should be
noted, however, that at the 11% QBER limit the secure key
rate is zero, so lower limits would need to be imposed for
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practical applications. For scientific applications, however,
the range might be slightly longer as quantum entanglement
distribution experiments based on the outcome of entangle-
ment witnesses could, in principle, continue up to a QBER
threshold of ~14.6%.4

Optical communication links require very precise point-
ing compared with RF communication links. Aligning the
two telescopes in this mission to point and track each
other is achieved coarsely by orienting the entire spacecraft
using the attitude determination control system (ADCS) and
finely through the use of an FSM that tracks the beacon from
the partner spacecraft.

The link equation from antenna theory is a suitable
model for predicting the performance of an FSO communi-
cations channel and provides a framework for component
selection.* The equation describes the amount of power
at a receiver as a function of the transmitter and receiver
gains, and the signal losses due to optical system throughput,
free space propagation, atmospheric scattering, and absorp-
tion and uncompensated pointing error.

It can be written as

PR=PT*GT*nT*Lptg*LFS*GR*nR*La,m,

where Py is the power measured at the receiver, Py is the
power transmitted by the source, Gy is the gain of the trans-
mitter, 77 is the transmitter optical throughput loss, L, is
the loss due to pointing errors between the transmitter and
receiver, Lrg is the loss due to free-space transmission (dif-
fraction loss), =[1/(47zR)]?, R is the separation between Rx
and Tx (range), 1 is the wavelength, Gy is the gain of the
receiver, g is the receiver optical throughput loss, and
L, 1s the loss due to atmospheric scattering and absorption.

The predicted optical losses do not include stray light,
polarization losses, and atmospheric scattering losses.

January 2019 « Vol. 58(1)
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Limb of earth
[ ——

Deployable radiator baffle-Blocks radiator view of earth up to the limb

Low emissivity coating on MSA

isgivi ; Is. Ry
Low emissivity reflective surface 1 LT L." = .In’
A b » e G2

Radiator direct view to space

Payload high voltage electranics
outside of MSA

APD conductive isolation

Payload radiator
APD thermal strap

Fig. 5 The spacecraft requires only passive thermal control features. The APDs are connected by a
thermal strap to a radiator, which is shielded from external radiative heat sources by a deployable baffle.

QBER vs. optical losses at different APD temperatures

0.5 - T T o= WA ]
20°C
-=- 15°C .
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reduces detector noise
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Optical losses (dB)

Fig. 6 Optical losses effect on QBER when QM APD detectors are cooled. The horizontal line shows
QBER upper limit for BBM92 QKD. QBER never reaches zero because of residual quantum error and
depolarization in channel (Based on detector dark count curves and simulations previously reported in

Ref. 4).

Background and stray light can significantly reduce the per-
formance of the system if not properly controlled. An initial
analysis of the depolarization due to reflections from the
optical surfaces produced a negligible reduction in the secure
key generation rate. Any detailed system design would need
to provide mitigation of predicted stray light levels.

3.1 Telescope Sizing

The first step in designing the optical link was to select an
aperture for the telescopes that respected the SWaP con-
straints of the 6U CubeSat and could provide reasonable
gain. The on-axis telescope gain is directly proportional to
the aperture diameter and inversely proportional to the wave-
length, such that G; = G = (zD/2)?, where D is the tele-
scope diameter.

Optical Engineering
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Larger apertures produce smaller beam divergences
resulting in higher gains, but the power levels measured
by a receiver will be more sensitive to beam deflection,
because there is more power contained in a narrower beam
and the peak intensity can more easily be deflected from the
receiver aperture leading to signal fading and dropout. A
trade-off between transmitter/receiver gain and uncompen-
sated beam deflection becomes necessary in the design of
the optical terminal.

The 6U CubeSat volume limits the size of the telescope,
and this impacts the range over which a link can be main-
tained. The baseline telescope (OTA) is a two-mirror,
F/9, Ritchey—Chrétien telescope with a clear aperture of
80 mm and a 13% obscuration produced by the secondary
mirror. It provides an optical gain of ~110 dB (4 = 760 nm)
with an assumed average optical transmission factor of 0.7 to

January 2019 « Vol. 58(1)
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account for a worst-case (i.e., end of life) efficiency of the

optical coatings.

3.2 Optical Layout

The optical design of the payload was created using Zemax
OpticStudio®. The size of the active area of the APD detec-
tors in the QM sets a limit on the maximum angular beam
deflection that can be tolerated before the transmitted

Fast
steering
mirror

Narrowband
filter

Dichroic

Quantum beamsplitter
module
exit port Quantum
module To beacon
focus lens tracking
detector
} 1100 mm

Fig. 7 Optical layout of quantum channel; A = 760 nm; internal optics
of QM, including 50-mm lens focus at APD are not shown; on-axis and
+0.01 deg off-axis rays are traced using Zemax OpticStudic®.

photons would no longer strike the APD. The APD has
an active area with a diameter of ~0.5 mm and the QM cou-
pling lens is an achromatic doublet with a focal length of
50 mm. The optical layout for the QM channel is shown
in Fig. 7, where the received beam is collected by the
OTA and relayed to the FSM and dichroic mirror and then
into the QM.

Although the quantum signals are individual photons,
their propagation in this context can be analyzed classically
to show that if the deflection of the received quantum beam is
within +175 prad (£0.01 deg), then a lateral beam dis-
placement on the APD of ~ £ 0.23 mm is produced ensur-
ing the photons strike the APD. A larger beam deflection
would cause the photons to arrive outside of the APD active
area (in the absence of beam pointing correction). The space-
craft ADCS has a pointing uncertainty of ~52 urad, which is
within the uncorrected limit of the system to transmit the
received photons to the APDs. However, the predicted chan-
nel attenuation given by the link equation and the allowable
QBER provides the true requirement for the overall uncom-
pensated pointing error.

3.3 Beam Pointing

When a laser beam traveling between the transmitter and
receiver is deflected, the received optical power is reduced
as the Gaussian intensity profile is shifted across the receiver
aperture. The intensity of the signal at the receiver can be
described as a convolution of the beam intensity and a func-
tion of the circular receiver aperture in the local radial coor-
dinate of the aperture, r, and the range, R, between the
terminals.

Total quantum link attenuation as a function of

Tx and Rx Diameter 80 mm --®--No jitter
_5 1/e2 at Tx aperture 40 mm || . L]
x@ Tx and Rx Throughput 0.7 ¢ 0.5 microrad
% A 0.76 um O 1 microrad
-10 0div 6.1 prad m n
® A 2 microrad
[® s, .
_15 w X 5 microrad
= X ® 10 microrad
) ‘..
s -20 L ——Threshold [
L ® 9.l
§ LIRS L
g -5+
2 "Peeld,
= i 2T L
BT
—30 ' §g ......... N
) T Eé
®
2 ®
e}
®
—40
—45
0 50 100 150 200 250 300 350 400 450 500

Separation (km)

Fig. 8 Total link attenuation as a function of spacecraft separation and beam pointing error. APD temper-
ature is assumed to be —10°C, the horizontal threshold line indicates a QBER = 11%.
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Figure 8 shows the total attenuation in the optical channel
as a function of range for a transmitter/receiver pair with an
80-mm aperture in the presence of uncompensated beam jit-
ter. The attenuation is computed for the cases with rms beam
jitter of 0, 0.5, 1.0, 2.0, 5.0, and 10 urad. The beam diver-
gence (4 = 760 nm) is 6.1 urad at the 1/e? intensity values
of the peak of the Gaussian beam intensity. The beam diver-
gence is half of the full beam angular dimension. The point-
ing error loss was modeled as a two-dimensional (2-D)
convolution of the Gaussian beam diffraction intensity pro-
file, and the receiver aperture to calculate the final received
power at the detector.***> The red horizontal line represents a
link attenuation of 39 dB, which corresponds to the QBER
threshold of 11% in our system.

In the absence of other system perturbations, and if
closed-loop tracking can be maintained, a QKD link
could be established up to 400 km if an uncompensated
beam pointing error of 10 urad can be achieved. In this sep-
aration limit, the QBER is just below 11% and the key rate is
almost zero.

As the CubeSat body pointing capability provided by the
ADCS cannot, by itself, meet such pointing and tracking
requirements a dedicated fine pointing capability is needed.
Appendix A describes an architecture that uses a laser bea-
con, a BTD, and an FSM to provide fine angular beam con-
trol. Further design iterations of this subsystem will be
required, however, for it to function reliably at distances
beyond 150 km as the SNR of the measured tracking signal
is currently too low at this range.

4 Conclusions

The design and analysis of a compact inter-CubeSat optical
link system to support QKD operations have been discussed.
Such a system would be a pathfinder for larger systems for
QKD satellite constellations. The results indicate that an
optical link supporting QKD operations over separation
ranges up to ~400 km is feasible for two 6U sized spacecraft
with 80-mm diameter telescopes provided a suitable tracking
system can be implemented and assuming uncompensated
pointing errors of ~10 urad (or better) can be achieved.

For our initial tracking system design, the receiver beacon
SNR is ~10 at 150 km separation, ~7 at 170 km, and <2 at
400 km, so tracking at distances >150 km becomes chal-
lenging and QKD operations beyond that range could not
be guaranteed. To increase the usable range, a beacon
laser with higher lasing power emitting at commercially
available wavelengths (e.g., 1550 nm) could be used.

Other trade-offs can be considered to extend the separa-
tion range. For example, if the system could provide an
uncompensated pointing error of 5 urad, then the QBER
can be maintained below threshold over extended separa-
tions. Active cooling of the APDs with thermoelectric cool-
ers would reduce noise in the detectors, and if the
bidirectional QKD requirement were dropped then the
QM could be made smaller and larger diameter telescopes
might be easier to implement in the expanded spacecraft vol-
ume. Alternative, higher brightness quantum light sources
could also be sought.

Ultimately, for practical use in constellations, links of
thousands of kilometers will be necessary, so larger-form
factor satellites will likely be required. A mission such as
the one outlined in this paper, however, would still be
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significant as the first intersatellite QKD link and yet a fur-
ther demonstration of the increasing capabilities of CubeSat
nanosatellites.

5 Appendix A: Pointing Acquisition and Tracking
Subsystem

PATS technologies for space-based optical links have been
developed over several decades and are being adapted to pro-
vide laser communications systems on small spacecraft. In
many cases, the data signal is not bright enough to also pro-
vide a source for pointing and tracking; therefore, typically a
separate “beacon” coaligned with the data signal is used. In
this scenario, the receiver can align its LOS vector to the
incoming beacon and maintain tracking between the
terminals.

High-power laser diodes are typically used as
beacons.**™* Our PATS design uses a dedicated beacon
laser with its own transmitter telescope to optimize the
beam pattern at the receiver aperture. The larger, OTA system
serves as the receiver for the beacon signal. This “bistatic”
design reduces the optomechanical complexity of the system
while maintaining the spectral separation of the beacon and
quantum beams.

Errors in angular beam alignment caused by mechanical
disturbances coupled into the spacecraft structure by vibra-
tions of RW, and other mechanisms decrease the strength of
the received signal and can produce data drop outs and signal
fading as the transmitted optical beam wanders away from
the receiver aperture.

Traditional laser communications systems have a coarse
and fine pointing capability and, depending on the applica-
tion, a point ahead mechanism to steer the optical beam
between the terminals. The SWaP constraints of a CubeSat
limit the implementation of a robust PATS and hence reduce
the overall uncompensated beam pointing that can be
achieved. The baseline PATS relies on the blind-body point-
ing of the spacecraft to provide coarse beam pointing and on
a single two-axis FSM to perform fine pointing.

In the beacon acquisition phase, the PATS will contend
with large open-loop pointing errors and the two terminals
will acquire each other using a master-slave procedure that
relies solely on the GPS, two-line element datasets, and
ADCS data. The position of the receiver (slave) is known
with an uncertainty limited by the uncertainty in the GPS
data providing its position information. The transmitter
(master) terminal directs its beacon toward the receiver,
where the beam width covers this uncertainty zone around
the location of the receiver. As the slave terminal detects
the beacon, which can be a continuous-wave or modulated
output, the PATS slowly adjusts its orientation to maximize
the received light and position the beacon at the center of a
BTD array. After a defined time, the receiver turns on its bea-
con, and the former transmitter adjusts its LOS with its PATS
to maximize the beacon signal it is detecting. A second fine
acquisition phase corrects for small angle deviations in
which both master and slave align their FSMs quickly, by
scanning simultaneously until mutual tracking is undertaken.
In our design, the beacon and the QM have the fine steering
mirror in common. This arrangement reduces the alignment
error that might arise from a design where a separate deflec-
tion element is used for the beacon channel.
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5.1 Optical Beacon

The optical beacon subsystems include a laser diode, relay
optics, optical fiber, and a second, smaller telescope—the
Beacon Telescope Assembly (BTA). The diameter of the
BTA is chosen such that the projected beam covers an
area larger than the predicted location zone of the partner
spacecraft beyond the minimum desired operation distance.
In the baseline configuration, the beacon laser module
includes temperature-controlled laser diode driver circuitry
and control electronics. An optical fiber coupled to the out-
put of the laser diode package is routed through the space-
craft to the focus of the BTA, which is mounted on the OTA
metering structure and coaligned to the OTA optical axis.

Several commercially available laser diode modules with
varying output powers and wavelengths were considered.
The baseline beacon is a commercially available 785 nm,
250 mW Fabry—Perot laser diode integrated in a 14-pin but-
terfly package. The module contains an integrated thermo-
electric cooler (TEC), thermistor, and laser output monitor
photodiode. The laser output is coupled into a 1-m-long
polarization preserving fiber, which has a loss factor of
—3.5 dB/km. The output power is lower than typical tele-
communications lasers, but a laser that emits in the visible
spectrum is easier to align. A beacon at 785 nm is also
ideal for generating photocurrent in silicon, where the nor-
malized responsivity is at its peak. It will not, however, allow
the QM units to be operated where the 867-nm idler photons
are chosen for transmission. In the baseline configuration,
the transmitter/receiver role switching would have to be sac-
rificed or an alternative design arrangement sought, where
the beacon wavelength is greater than the entangled photon
wavelengths. For example, a telecommunications laser oper-
ating at 1550 nm could be used for the beacon.

5.2 Beacon Telescope

The beacon telescope projects the beacon light emanating
from the optical fiber into space for the partner spacecraft
to track. The fiber has a NA of ~0.13. The baseline beacon
telescope is a commercially available fiber-coupled collima-
tor assembly with an NA of ~0.14, an effective focal length
of 60 mm, and a clear aperture of 16 mm. It produces a colli-
mated beam with a width of ~11 mm and a full divergence
angle of ~90 urad at 785 nm. Considering transmission
losses of the fiber and lens insertion losses an 80% optical
path efficiency was assumed yielding an overall gain
of ~92 dB.

The beacon signal transmitted by the BTA on one space-
craft is collected by the OTA on the receiver spacecraft. The
optical path layout for this portion of the system is shown in
Fig. 9. In addition to a dichroic beam splitter, spectral iso-
lation is provided by two 10-nm narrow bandpass filters (not
shown) where one is tuned to 760 nm in the QM path and
another tuned to 785 nm in the beacon path. The overall
throughput for the beacon receiver optical path is ~0.6,
which includes transmission factors for each of the optical
elements.

5.3 Beacon Detector

The beacon detector must provide ample sensitivity to detect
the imaged beacon while providing fast readout and low
noise to produce accurate error correction data to the
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Fig. 9 PATS beacon detector optical path; on-axis and off-axis
(+0.05 deg) rays are traced using Zemax OpticStudio®.

FSM controller. Several candidates have been investigated
including Si-based CCD and CMOS arrays, Si- and InGaAs
quadrant detectors, and position sensing detectors.”®°

The preliminary design uses a commercially available
CMOS array. Reasonable pixel size, dynamic range, and
readout rate were key design drivers. For the PATS system,
a minimum frame rate of ~50 to 100 Hz is needed to achieve
adequate beacon tracking. The baseline detector has global
shuttering and region of interest selection capability.
The pixel size is ~4.8 um providing sufficient sampling
of the beacon image point spread function (PSF), which
has a full-width of ~25 um on-axis. The array active area
is ~3.6 mm X 2.7 mm.

In a receiver mode, a 5 prad angular offset in the incom-
ing beam yields a shift of the beacon image centroid of
~5.2 um (slightly >1.2 pixels). A one-pixel centroid offset
provides a conservative indication of the minimum uncom-
pensated pointing error correction that the PATS can achieve.
For the baseline, this value is then ~5 prad. Subpixel motion
detection may be possible, but the total system noise must
first be assessed.

The beacon detector field of regard (FOR) is limited by
the physical size of the array and any vignetting in the optical
path. The SWaP constraints of the spacecraft limit the size of
the optical components that can be accommodated. In the
baseline configuration, a +0.1 deg (£1.75 milliradians)
angular deflection produces almost 50% vignetting of the
beacon beam. When the beam deflection is kept below
+0.06 deg (=£1.0 milliradians) there is no vignetting
(which is the case in closed-loop tracking). During open-
loop acquisition, some beam vignetting may be incurred;
however, during closed-loop tracking no vignetting of the
beacon occurs. Correcting for beam jitter with a resolution
of 5 urad ensures the received photons will fall on the APD
active area.

5.4 Beacon Deflection Sensitivity

The optical components and detector are sized, so that the
receiver can acquire the transmitter beacon in a open-loop
mode without additional scanning. For example, at a
range of 50 km, the BTD dimensions are projected into a
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zone that would have ~0.23-km diagonal. Given the uncer-
tainty in the GPS location of the two spacecraft and uncer-
tainty in the AOCS pointing capability (which is estimated at
52 urad 1 — 0), the BTD on the receiver spacecraft should
still see the transmitted beacon without the need for raster
scanning by the FSM.

Even with the worst-case uncertainty in pointing and loca-
tion of the two spacecraft, the BTD FOR can capture a point
source that is up to £0.1- deg off-axis. In addition to acquir-
ing the beacon, the BTD must also sense when the beacon
angular position varies. The link analysis of the optical chan-
nel showed that a maximum uncompensated pointing jitter of
~10 urad can be tolerated. The BTD has a pixel plate scale
of ~5.1 prad/pixel. This is the minimum beam deflection
that can be sensed, and the FSM must provide at least
this level of steering accuracy to yield a system capable
of maintaining alignment between the spacecraft. The uncer-
tainty in the pointing capability of the baseline AOCS would
result in a beacon image displacement at the detector of
~23 um. This multiple pixel displacement should be easily
detected.

5.5 Fast Steering Mirror

A central element of the PATS is the FSM. The FSM pro-
vides beam pointing compensation and scanning capability.
Several commercially available two-axis fast-steering mir-
rors with angular resolutions of <1 urad have been consid-
ered. The baseline FSM contains an 18-mm X 24-mm glass
substrate with a high-reflectance coating having a rms wave-
front error of <1/4 @ 633 nm. The FSM actuator mechanism
has a travel range of up to 160 milliradians and a step size in
closed-loop operation of 1.0 urad with a total induced
jitter of 0.7 uradrms. The closed-loop servo bandwidth
is ~350 Hz.

5.6 Beam Control

The control bandwidth of the FSM servo system will depend
on the actual spacecraft disturbance spectrum. A preliminary
analysis shows that the frequency disturbance due to AOCS
single reaction-wheel imbalance at 3000 rpm is ~3 prad at
60 Hz. A passive isolation system can be used as a possible
feature of the PATS, depending on other trade-offs.

The main PATS hardware elements are shown in Fig. 9.
The received light is acquired by the OTA and recollimated
by relay lens 1. The beam then reflects from the FSM to the
dichroic beamsplitter (DBS), which transmits light >770 nm
to relay lens 2, which focuses the beam onto the BTD. The
DBS reflects light with wavelength <770 nm to the QM.

The centroid of the beacon image is calculated by the
detector readout electronics and fed to a proportional integral
derivative (PID) controller. The PID control signals are sent
to the FSM driver to change the angular position of the FSM
in response to input beam angular deflections. The focused
beacon beam is steered to stabilize the beacon image at the
pixel corresponding to the LOS of the receiver optical path.”!
The detector can operate at full-frame readout rates up to
545 fps at 10 bits/pixel. Performance should be improved
by implementing subpixel tracking error compensation.
A breadboard system is being constructed at UNSW
Canberra to validate tracking models and determine sensitiv-
ities for the PATS.

Optical Engineering

016106-10

5.7 Control Loop Limitations

The total tracking error will be the sum of the uncompen-
sated error plus any noise-induced error. The noise equiva-
lent angle (NEA) is that angle that cannot be corrected due to
all noise sources present in the system. As the NEA is a com-
bination of error sources including the detector noise, beacon
brightness variations, PATS noise, and statistical uncertain-
ties in beam centroid computations, the frequency character-
istics of all these terms must be considered with respect to the
control bandwidths of the elements comprising the PATS. It
will be important to understand the proportion of the total
disturbances that are not corrected as well the fraction
that are not sensed in determining the total uncompensated
pointing error.”

A first step in assessing the PATS capability is to estimate
the radiative transfer of beacon energy from the transmitting
spacecraft to the receiver. In radiometric terms, the receiver
at-aperture beacon radiance is transferred along the optical
path to form an image at the BTD, which can be described
in units of energy per unit area. The energy is converted on a
per-pixel basis into photocurrent and then into a digital num-
ber (DN), where the range of DN spans the charge capacity
of the pixel. The conversion characteristics of the BTD pro-
vide the conversion from irradiance to photocurrent and an
estimate of the detected beacon SNR. The beacon will appear
to the receiver as a point source rather than as an extended
object. The ensquared energy of the beacon image formed on
the detector predicts that 90% of the energy is contained
within an image diameter of ~40 to 50 ym.

The link equation accounts for the expansion of the bea-
con beam from the transmitter BTA to the aperture of the
receiver OTA. The baseline BTA has a gain equal to ~95 dB,
(where the beam at the 1/e? points just under-fills the BTA
aperture). The OTA receiver has a gain of ~110 dB, and the
optical throughput and QE of the BTD have been used to
compute the signal electrons generated by the BTD.

Figure 10 shows a plot of the BTD signal electrons as a
function of range between the two spacecraft, where the bea-
con laser is emitting at a maximum power output of 0.25 W
and the BTD frame rate is set to 25 fps with an integration
time of 100 us. The beacon channel SNR remains above 10
for separation distances approaching ~100 km. At spacecraft
separations of < ~ 15 km, the imaged beacon flux would sat-
urate the BTD as the full well capacity is only ~10,000 elec-
trons. At these distances, a lower power setting can be
selected.

The loss in beacon signal and the probability of burst
errors (PBE) as a function of the beamwidth to rms pointing
error ratio produces an estimate equal to ~1 X 10™*. To
increase the operational range for the system and reduce
the PBE even further, a higher power beacon laser can be
considered or longer integration times.

The initial concept of operations foresees QKD only
being performed while the spacecraft is in eclipse to
avoid noise from stray light. However, during operations,
the BTD on each spacecraft will see a stellar background.
The projection of the array on the sky will be ~5 milliradians
on the diagonal and at a range of 100 km, the resultant solid
angle is ~2 X 107 sr.

The number of objects brighter than the dimmest detect-
able object located within a solid angle as seen from the
Earth leads to an estimation of the number of objects brighter
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Beacon signal and SNR versus separation range
A =785 nm, Pmax =250 mW, FWC = 10,000 e-, 25 fps read
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Fig. 10 Beacon signal level and SNR as a function of spacecraft
separation.

than the dimmest detectable object. There could be ~1600
objects brighter than the beacon visible from Earth above
the hemisphere (National Solar Observatory, Sacramento
Peak, California). The sensitivity of the BTD allows stellar
objects brighter than apparent visual magnitude 4 to be
detected. A simple ratio of the solid angle subtended by
the BTD to the hemisphere indicates that there will be

Table 2 Beacon channel link budget; range 100/300 km,
A =785 nm, NEA ~ 10 prad.

Contributor Parameter Value
Laser power 250 mwW —6 dB (24 dBm)
Tx optical throughput 70% -1.5dB
Tx gain 16 mm o 95 dB
Free space loss @ 100 km —-225 dB
@ 300 km —253 dB
Rx gain 80 mm o 115 dB
Rx optical throughput 60% -2.2dB
Pointing loss 10 prad -8.0dB @ 100 km
uncompensated

Pointing error  —17.5 dB @ 300 km
5.0 -3.24 dB

Total link attenuation = -29.7 dB @ 100 km; —70.2 dB @ 300 km

Nonillumination 14 e-

related
Conversion gain (10 bits) -

Detector read noise
9.1e-/DN

Minimum detectable signal ~18 e- (~2 DN) -101 dB

virtually no stellar objects bright enough to compete with
the beacon. However, the beacon signal can be further iso-
lated from the stellar background using spectral filtering as
well as temporal modulation of the beacon laser.

5.8 Centroid Computation Methods

A preliminary estimate of the beacon centroid error has been
computed assuming a simple center-pixel algorithm. The
beacon source will be focused to a spot of ~25 um,
which will be oversampled with the 5.5 um square pixels.
Subpixel errors in centroid position estimation are foreseen.
Several standard centroid estimating methods are the sub-
jects of ongoing investigations.”>~>

Table 3 Beacon pointing budget.

Allocation
Static error source (urad) Notes
GPS 100 Assuming GPS position
uncertainty +/ — 0.5 m for each
satellite. Worst case relative
uncertainty is 1 m and at
R =100 km is an angular
uncertainty of ~100 prad
BTA/OTA pointing 100 Alignment uncertainty between
offset LOS of BTA and OTA
AOCS
ADCS closed loop 52 Manufacturer residual uncertainty
about local x, y, and z
Bias uncertainty +5.0 allocated
Alignment errors +5.0 allocated

At R =100 km, a S/C moves
2.53 m in the time it takes the
beacon/quantum photon to reach it
from the transmitter

Point ahead angular +1.0
distance

Total static bias (RSS) 113 BTD FOR can accommodate this

static bias

Dynamic error source

PSF quality ~2.0 Influenced by optical component
quality, and centroid algorithm

inefficiency (equate to half a pixel)

Pixel to pixel ~2.0 Allocation

nonuniformity

Read noise ~4.0 Allocation

Photon noise ~2.0 Allocation

Centroid computation ~2.0 Allocation

errors

Uncompensated S/C +3.0 Calculated RW disturbances

~8x107"" W jitter
Margin 71.3dB @ 100 km
Total dynamic error 6.8 Requirement <10 urad
29.8 dB @ 300 km (RSS)
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5.9 Beacon Link Margin

Errors in spacecraft location due to uncertainties in the GPS
signal are assumed to be on the order of 0.5 to 1.0 m in each
axis.’® The baseline concept of operations relies solely on the
body pointing of the spacecraft to acquire the beacon in a
open-loop mode. Immediately after separation, the uncer-
tainty in the locations of the two spacecraft will not allow
the receiver to acquire a transmitted beacon reliably as the
baseline design does not include provision for scanning.
So, a minimum spacecraft separation must be reached before
the transmitted beam will be within the receiver field of view.
A scanning feature could be provided by the ADCS, by the
addition of an additional scan mirror, or by using the existing
FSM in a scan mode for which a separate scan servo loop
would need to be designed.

For an example, a spacecraft separation of 5 km, the bea-
con beam diameter would be ~2 m and would cover the
uncertainty zone in which the receiver should be located.
The baseline design provides margin for beacon detection
for spacecraft separation >100 km. An example beacon
link budget is shown in Table 2.

A preliminary pointing budget for the beacon subsystem
is shown in Table 3. The estimated static bias errors can be
accommodated within the FOR of the BTD. These alloca-
tions are preliminary and refinement is ongoing, but the
budget is within the derived requirement of 10 prad uncom-
pensated jitter and less than the plate-scale resolution of
the PATS.

The beam pointing margin for the quantum channel can
only be as good as that established by the beacon-based
PATS. An uncompensated beam deflection of 10 prad will
cause a shift of the received quantum beam on the QM
APD of ~25 um, which is well within the sensitive area
of the APD detector.
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